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	Trainer Name
	


	Author Name
	1. Fizza Khan (Assistant Professor NUST Business School)
2. Muhammad Nasir Khan (DACUM facilitator, Ex-DD (VT)- SS&C Wing NAVTTC

	Course Title
	Anti-Money Laundering

	Objectives and Expectations 

	Employable skills and hands-on practice in Anti-Money Laundering

Objective:
The objective of this course is to equip participants with the essential skills and knowledge required to develop an understanding of anti-money laundering (AML), global AML standards and conventions, Pakistani AML laws and regulations, customer due diligence, transaction monitoring, suspicious activity reporting and AML program development and AML tools and technologies


Expectations:
· Understanding of Money Laundering and its stages: Participants will gain a sound understanding of Money Laundering and what are the stages involved in the process of Money Laundering, Money Laundering offenses as well as understanding of the Pakistani and International AML framework. 
· Risk-Based Approach: Participants will learn about how the risk assessment related to money laundering can be done through interactive scenarios.
· AML Tools and Technologies: Participants will learn about what are the different AML tools and technologies.
· AML Program Development: Participants will get a thorough understanding of how effective AML programs can be developed including training of employees and implementation of effective internal controls.

Employable Skills:
1. AML policies and procedures development: Participants will acquire the ability to design, implement, and manage AML policies and procedures.
2. Risk assessment: Perform risk assessment and develop and apply risk management strategies to mitigate potential AML threats.
3. Reporting Skills: Produce comprehensive and accurate reports on AML activities and investigations.
4. Transaction monitoring and analysis: Identify red flags and indicators of potential money laundering and financial crime.
5. Training: Develop and deliver training programs on AML policies and procedures for staff and management.

Hands-on Practice:
Case Studies: 
1. An Introduction to Money Laundering: The Hunter
https://hbsp.harvard.edu/tu/ea1f6e60
2. Fraud at Bank of Baroda: Managing fraud or managing crisis
https://hbsp.harvard.edu/tu/73d0989b
3. Anti- Money Laundering: The Banking Industry in Hong Kong
https://hbsp.harvard.edu/tu/2bc33c00
4. BSI Bank of Switzerland: victim of growth or perpetrator of a crime
https://hbsp.harvard.edu/tu/023e61f6


	Entry-level of trainees
	Bachelor in LLB/ AI/ Commerce/Economics/statistics/Banking/Finance/ACCA/ CS/IT/Maths/ICMA inter/CA Inter/PIPFA/BBA/ Fintech/Banking & Finance/Accounting & Finance/ Business Analytics


	Trainer`s qualification
	LLM/ MBA/ Masters in Finance/ Economics/ Statistics/AI/ Data Science having 1 year relevant experience  
Or 
Bachelor in Finance/ Economics/ Statistics/ Data science having 3 years of relevant experience.


	Learning Outcomes of the course
	The learning outcomes of an anti-money laundering (AML) course are designed to equip participants with the knowledge and skills needed to effectively combat and deal with money laundering and related financial crimes. Here are some key learning outcomes  AML course:
1. Understanding AML Concepts and Terminology
· Define Money Laundering: Understand the process and stages of money laundering, including placement, layering, and integration.
· Identify Key Terminology: Familiarize yourself with essential AML terms such as suspicious activity, beneficial ownership, and KYC (Know Your Customer).
2. Analyze AML Regulations and Standards
· Gain insight into global AML regulations: such as those from the Financial Action Task Force (FATF) and regional regulations (e.g., Basel Committee, Asia Pacific Group on Money Laundering APG).
3. Risk Assessment and Management
· Conduct Risk Assessments: Develop the ability to assess and manage AML risks within an organization, including identifying and evaluating potential risks.
4. Implement Customer Due Diligence (CDD) and Enhanced Due Diligence (EDD)
· KYC Procedures: Implement procedures for customer identification and verification, including initial due diligence and ongoing monitoring.
· Enhanced Due Diligence: Apply enhanced due diligence measures for high-risk customers
5. Investigation and Reporting
· Conduct Investigations: Investigate suspicious activities and transactions effectively.
· Prepare Reports: Prepare and file Suspicious Activity Reports (SARs) and Currency Transaction Reports (CTRs) with regulatory authorities.
6. Transaction Monitoring and Detection
· Monitor Transactions: Monitor and analyze transactions for suspicious activities.
· Red Flags and Indicators: Identify common red flags and indicators of money laundering and financial crime.
       7. Implementation of AML Policies and Procedures
· Design AML Policies: Develop and implement AML policies and procedures within an organization.
· Internal Controls: Set up internal controls to prevent, detect, and report money laundering activities.
       8. Role and Responsibilities of AML Professionals
· Compliance Role: Evaluate the roles and responsibilities of AML professionals within an organization.
· Training and Awareness: Evaluate the importance of training staff on AML policies and promoting a culture of compliance.



	Course Execution Plan
	The total duration of the course: 1 month (4 Weeks)
Class hours: 4 hours per day
Theory: 40%
Practical: 60%
Weekly hours: 20 hours per week
Total contact hours: 160 hours

	Companies offering jobs in the respective trade
	
· State Bank of Pakistan
· SECP
· NAB
· FIA
· FBR
· National Savings ( Ministry of Finance)
· Government and Private Corporate Banks
· Micro Finance Bank and Institutions
· Asset Management Companies
· Leasing Companies
· Micro Finance Banks and Institutions


	Job Opportunities
	· AML Compliance Officer
· AML Analyst
· KYC (Know Your Customer) Specialist
· Internal Auditor
· Financial Crime Investigator
· Regulatory Compliance Officer
· Financial Analyst with AML Focus


	No of Students
	25

	Learning Place
	Classroom / Lab

	Instructional Resources
	Online Courses and Tutorials:
1. Coursera
Books and References: 
1. "Anti-Money Laundering: What You Need to Know (UK Edition)" by Susan Grossey
2. "The Anti-Money Laundering (AML) Handbook for Financial Institutions" by Robert B. McDowell
3. "Money Laundering: A Guide for Criminal Investigators" by John Madinger
4. "Global Anti-Money Laundering Guide" by Darren M. Riley




MODULES
	Scheduled Weeks
	Module Title
	Days
	Hours
	Learning Units
	Home Assignment

	Week 1
	Introduction to AML and national and international regulatory framework
	Day 1
	Hour 1-4

	 Fundamentals of AML:
· Define money laundering
· Comprehend stages of money laundering (placement, layering, integration)
Identify Types of Money Laundering
· Structuring (Smurfing)
· Trade-Based Money Laundering
· Shell Companies


	

	
	
	Day 2
	Hour 1-4


	Analyze goals and Importance of AML and interpret history and Evolution of AML
· Key Historical Events 
· Evolution of AML Regulations
Identify Money Laundering offences
· Money laundering offenses (criminal property, tipping off etc)
· Criminal property and criminal conduc
· Global AML standards (FATF, Basel Committee, Asia Pacific Group on Money Laundering APG)




	

	
	
	Day 3
	Hour 1-4
	Analyze Pakistani Legal Framework:
· Pakistani AML laws and regulations (AML Act of 2010 & Mutual Legal Assistance Act of 2020)
· Investigating and prosecuting Agencies Antimony Laundering and counter-terrorism 2019

	

	
	
	
	
	

	
	
	Day 4
	Hour 1-4


	
	Compare International Framework with Pakisstan:
· International AML conventions (National Crime Agency UK) (|The ML Control Act 1986 US)
· EU: Anti-Money Laundering Directives






	

	
	
	Day 5
	Hour 1-4
	Case Study
An Introduction to Money Laundering: The Hunter



	

	Week 2
	Introduction to Risk-Based Approach
	Day 1
	Hour 1-4
	Understand Risk Assessment
Identify Risk Factors and Indicators
Implement Customer Due Diligence (CDD)Principles:

· Know Your Customer (KYC) for individuals, businesses, and trusts
· Customer identification programs (CIP) and due diligence procedures
· Enhanced Due Diligence (EDD)
· Politically exposed persons (PEPs) and their significance in KYC



	


	
	
	Day 2
	Hour 1-4
	Differentiate between sanctions:
· International sanctions regimes
· Screening for sanctioned individuals and entities.
	

	
	
	Day 3
	Hour 1-4
	Anti-Money Laundering (AML) Compliance
· Design and implementation of an AML compliance program
· Roles and responsibilities of AML officers and compliance teams

	

	
	
	Day 4
	Hour 1-4
	Case Study
Fraud at Bank of Baroda: Managing fraud or managing crisis 


	

	
	
	Day 5
	Hour 1-4
	AML Risk Assessment
· Conducting risk assessments in financial institutions
· Identifying and mitigating money laundering risks based on geography, customer type, products/services, and delivery channels


	

	
	
	
	
	
	

	Week 3
	Introduction to Risk Based
Approach










	Day 1
	Hour 1-4
	 Transaction Monitoring:
· Identify suspicious activities 
· Identify red flags and indicators of money laundering


	

	
	
	Day 2
	Hour 1-4
	Analyze Real-World Cases
High-Profile Money Laundering Cases
	

	
	
	Day 3
	Hour 1-4
	Interactive Scenarios 
· Identify Red Flags
· Develope Responses to Suspicious Activities

	

	
	
	Day 4
	Hour 1-4
	Use AML Tools and Technologies
· Transaction Monitoring Systems
· Recognize Automated Monitoring


	

	
	
	Day 5
	Hour 1-4
	
Case Study
Anti- Money Laundering: The Banking Industry in Hong Kong
	

	Week 4
	Reporting and Documentation
	Day 1

	Hours 1-4
	Prepare Reports and Documents
· Obligations for financial institutions to report suspicious transactions
· Suspicious Activity Reports (SARs)
· Preparing and filing SARs

	

	
	
	Day 2
	Hours 1-4
	Prepare Reports and Documents
· Recordkeeping requirements under AML laws
· Reporting deadlines and procedures
· Prepare currency transaction reports (CTRs) as AML framework  

	

	
	
	Day 3
	Hours 1-4
	Appraise record keeping
Designe Screening Solutions
· Watch lists and Sanctions Screening
	

	
	
	Day 4
	Hours 1-4
	AML in Different Sectors
· Money laundering risks in banking, insurance, securities, and other financial institutions
· AML challenges in non-financial sectors (real estate, precious metals, etc.)

	

	
	
	Day 5
	Hours 1-4
	Mid Exam
	

	Week 5
	AML 
	Day 1

	Hours 1-4
	ML and Terrorist Financing
· Overview of sanctions regimes (UN, OFAC, EU, etc.)
· The link between money laundering and terrorist financing

	

	
	
	Day 2
	Hours 1-4
	ML and Terrorist Financing
· Financial institutions' role in monitoring and preventing terrorist financing
· How to conduct screening against sanction lists (OFAC, UN, etc.)

	

	
	
	Day 3
	Hours 1-4
	Technology in AML
· The role of artificial intelligence and machine learning in detecting suspicious activities
· Using data analytics and automation for transaction monitoring

	

	
	
	Day 4
	Hours 1-4
	Technology in AML
· Challenges and solutions in implementing AML technology

	

	
	
	Day 5
	Hours 1-4
	AML in the Digital and Crypto World
· Impact of cryptocurrencies and fintech on AML efforts
· Regulatory challenges in virtual assets and digital currencies

	

	Week 6
	AML Tools and Technologies
	Day 1
	Hours 1-4
	AML in the Digital and Crypto World
· Blockchain analysis tools and transaction monitoring
· Legal framework around crypto and the fight against money laundering

	

	
	
	Day 2
	Hours 1-4
	Trends and Challenges in AML
· Impact of new financial technologies (e.g., FinTech, cryptocurrency) on AML efforts
· Cross-border money laundering and international cooperation

	

	
	
	Day 3
	Hours 1-4
	Trends and Challenges in AML
· Ongoing trends in money laundering techniques and evolving risks
· New money laundering typologies and schemes


	

	
	
	Day 4
	Hours 1-4
	Trends and Challenges in AML
· Use of shell companies, offshore accounts, and other tactics
· AML issues related to cross-border transactions

	

	
	
	Day 5
	Hours 1-4
	Trends and Challenges in AML
· Use of shell companies, offshore accounts, and other tactics
· AML issues related to cross-border transactions

	

	Week 7 
	AML System
	Day 1
	Hours 1-4
	· Design and implement effective AML programs
· Design internal controls

	

	
	
	Day 2
	Hours 1-4
	· Develope training programs for staff
· Develop AML culture
	

	
	
	Day 3
	Hours 1-4
	· Familiarize with responsibilities and Duties of AML compliance officeEvaluate role of the AML Compliance Officer

	

	
	
	Day 4
	Hours 1-4
	Identify Layering Techniques
· Advanced Structuring and Smurfing Tactics
· Ongoing education and updates on evolving AML regulations


	

	
	
	Day 5
	Hours 1-4
	Case Study
BSI Bank of Switzerland: victim of growth or perpetrator of a crime

	

	
Week 8


	Ethical Consideration in AML
	Day 1
	Hours 1-4
	Ethical Considerations in AML
· Ethical responsibilities of AML professionals
· Balancing privacy rights with AML obligations

	

	
	
	Day 2
	Hours 1-4
	Ethical Considerations in AML
· The importance of maintaining a corporate culture of compliance
· Transparency and accountability in AML systems 

	

	
	
	Day 3
	Hours 1-4
	The Financial Action Task Force (FATF) Recommendations
· Introduction to FATF and its role in AML
· FATF 40 Recommendations

	

	
	
	Day 4
	Hours 1-4
	Develop a AML system for your organization
	

	
	
	Day 5
	Hours 1-4
	Final Exam
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Practical Tasks:
	
	Task
	Description
	Week

	1
	Perform Customer Due Diligence (CDD)
	· Conduct Know Your Customer (KYC) procedures and verify the identity of new and existing customers.
· Gather and review customer information, perform background checks, and assess risk profiles.
	Week 1

	2
	Conduct Risk Assessments
	· Perform risk assessments to identify and evaluate potential AML risks within an organization. (select am insurance company or a corporate bank)

	Week 2

	3
	Prepare and File Reports
	· Prepare and file Suspicious Activity Reports (SARs) and Currency Transaction Reports (CTRs) with regulatory authorities.
	Week 3

	4
	Develop AML Policies and Procedures
	· Create or update comprehensive AML policies and procedures for an organization.
· Develop strategies for monitoring transactions, conducting due diligence, and ensuring ongoing compliance with AML.
	Week 4



/Institute Ethics Guide
Work ethic is a standard of conduct and values for job performance. The modern definition of what constitutes good work ethics often varies.  Different businesses have different expectations. Work ethic is a belief that hard work and diligence have a moral benefit and an inherent ability, virtue, or value to strengthen character and individual abilities. It is a set of values-centered on the importance of work and manifested by determination or desire to work hard.
The following ten work ethics are defined as essential for student success:
1. Attendance: 
Be at work every day possible, plan your absences don’t abuse leave time. Be punctual every day.
1. Character: 
Honesty is the single most important factor having a direct bearing on the final success of an individual, corporation, or product. Complete assigned tasks correctly and promptly. Look to improve your skills.
1. Team Work:
The ability to get along with others including those you don’t necessarily like. The ability to carry your weight and help others who are struggling. Recognize when to speak up with an idea and when to compromise by blend ideas together.
1. Appearance:
Dress for success set your best foot forward, personal hygiene, good manner, remember that the first impression of who you are can last a lifetime
1. Attitude: 
Listen to suggestions and be positive, accept responsibility. If you make a mistake, admit it. Values workplace safety rules and precautions for personal and co-worker safety. Avoids unnecessary risks. Willing to learn new processes, systems, and procedures in light of changing responsibilities.
1. Productivity: 
Do the work correctly, quality and timelines are prized. Get along with fellows, cooperation is the key to productivity. Help out whenever asked, do extra without being asked. Take pride in your work, do things the best you know-how. Eagerly focuses energy on accomplishing tasks, also referred to as demonstrating ownership. Takes pride in work.
1. Organizational Skills:
Make an effort to improve, learn ways to better yourself. Time management; utilize time and resources to get the most out of both. Take an appropriate approach to social interactions at work. Maintains focus on work responsibilities.
1. Communication: 
Written communication, being able to correctly write reports and memos.
Verbal communications, being able to communicate one on one or to a group.
1. Cooperation: 
Follow institute rules and regulations, learn and follow expectations. Get along with fellows, cooperation is the key to productivity. Able to welcome and adapt to changing work situations and the application of new or different skills.
1. Respect: 
Work hard, work to the best of your ability. Carry out orders, do what’s asked the first time. Show respect, accept, and acknowledge an individual’s talents and knowledge. Respects diversity in the workplace, including showing due respect for different perspectives, opinions, and suggestions.
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